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ABSTRACT

This research presents Al-driven approaches for enhancing cyber security code quality and automating test case
generation.

First, we address the high false positive rate problem in Al code guidance. When static analysis tools detect code
defects, our RAG-based system retrieves relevant coding rules and guidelines from a pre-constructed knowledge
base containing organizational coding standards and security best practices. Unlike generic Al models, this
retrieval-augmented approach provides precise, context-aware remediation guidance grounded in established
policies. The system explains each defect clearly and offers actionable solutions aligned with domain-specific
requirements, significantly reducing false positives.

Second, we develop a GAN-based automated test case generation system for CAN protocol security testing. The
GAN model is trained on existing CAN protocol test cases to learn valid patterns and generate comprehensive test
scenarios. A key feature is the continuous learning mechanism where failed test cases are incorporated back into
the training dataset, enabling the model to iteratively improve its generation capabilities and achieve better test

coverage organizational policies.
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ABSTRACT

As advanced technologies such as Al and big data continue to converge with traditional industries, new forms of
converged industries are steadily emerging. While these industries bring greater convenience and prosperity to our
daily lives, they also introduce unforeseen risks and incidents.In particular, the maritime shipping industry, which
serves as the backbone of national economic activity, is no longer operating in isolation. With the adoption of
cutting-edge IT and OT technologies and the increasing connectivity between ship and shore, cyber threats
traditionally seen in IT environments are now extending into the maritime domain. To address this, the Korea
Internet & Security Agency (KISA) is promoting a cybersecurity internalization initiative that aims to proactively
identify potential security threats in smart ships and provide various solutions to mitigate them. Through this

presentation, KISA seeks to introduce the key activities and progress of its ongoing Smart Ship Cybersecurity

Program.
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Automotive Cybersecurity Management System (CSMS) Certification
Procedure
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ABSTRACT

South Korea implemented its automotive cybersecurity regulations starting in August 2025, mandating the
compulsory application of cybersecurity measures to all vehicles produced and sold domestically. Europe also
enforced its legislation from July 2024. To sell vehicles in both South Korea and Europe, vehicle manufacturers
must establish a Cybersecurity Management System (CSMS) and a Software Update Management System
(SUMS), apply cybersecurity to their vehicles, and obtain the corresponding certification for compliance. This
document introduces the current state of cybersecurity in the automotive market and the trends in cybersecurity
legislation, and it explains South Korea's Automotive Cybersecurity Management System (CSMS) certification

procedure.
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